Buyer’s Guide | SOHO Firewall Appliances

Buyer’s Guide | SOHO Firewall Appliances

SUPPORTS VPN SERVER LOGGING AND ALERTS ACTIVITY AND USAGE REPORTS
Supports | Provides Logs Logs
Stateful | DHCP Allowed Dropped
Contact Information Product Name | Price | For Remote | For Site-to-Site | Routable Network | Number of Packet and DNS | Log Packets in | Packets in Acts as Proxy or | Provides Content
Clients Connections Interfaces Switch Ports | Filtering | Services | Formats | Type of Alerts Real Time | Real Time | Report Format | Report Content | Forwards Packets | Filtering Diagnostic Tools Management Interface
3Com 3CR860-95 $155 | IP Security IPSec LAN, WAN 4 Yes DHCP, DNS | HTTP, Attack detection, No Yes HTTP N/A Forwards packets Yes DNS lookup, ping, tracert HTTP
508-323-5000 3Com Office- (IPSec), SNMP content filtering,
800-638-3266 Connect Secure Layer Two dropped packets,
http://www.3com.com Router Tunneling ISP connection
Protocol events, LAN
(L2TP) events, success-
over IPSec, ful and failed
PPTP VPN connections
3CR870-95 $395 | IPSec, L2TP | IPSec LAN, WAN 4 Yes DHCP, DNS | HTTP, Attack detection, No Yes HTTP Traffic counter Forwards packets Yes DNS lookup, ping, tracert HTTP
3Com Office- over IPSec, SNMP content filtering, for total upload
Connect VPN PPTP dropped packets, and download
Firewall ISP connection
events, LAN
events, success-
ful and failed
VPN connections
Buffalo Technology Wireless Secure | $199 | Yes PPTP Demilitarized zone 4 Yes DHCP, DNS | Syslog Dropped packets, Yes Yes N/A Destination, Forwards packets No DHCP client monitor, DNS HTTP
512-794-8533 Remote Gateway (DMZ), LAN, WAN successful and incoming traffic, lookup, packet tracing, ping
866-752-6210 failed VPN network traffic
http://www.buffalotech.com connections,
wireless
Check Point Software Check Point $299 | IPSec IPSec DMZ/WAN2, LAN, 4 Yes DHCP Syslog Allowed packets, Yes Yes N/A N/A Forwards packets Yes Ping, tracert, WHOIS Call Level Interface (CLI), HTTP,
Technologies Safe@0ffice for 5 WAN dropped con- HTTP Secure (HTTPS),
650-628-2000 users; nections, setup SofaWare Technologies’
800-429-439| $599 changes SofaWare Security Management
http://www.checkpoint.com for 10 Portal (SMP) centralized
users management
Firewall Security Solutions | BizGuardian $249 | IPSec, PPTP | IPSec, PPTP DMZ, LAN, WAN | Yes DHCP, DNS | HTTP, All Yes Yes HTTP Bandwidth usage, | Acts as proxy Yes Graphical status and summary HTTP from inside the network
403-266-5895 Firewall SNMP, network traffic or remotely via VPN connection
877-808-8488 syslog statistics, top
http://www.bizguardian.com destination, top
network users,
top Web sites
Fortinet FortiGate-50A $495 | IPSec, L2TP, | IPSec LAN, WAN 0 Yes DHCP, DNS | Email, Addressing infor- Yes Yes Separately FortiLog: more Forwards packets; Yes Packet sniffing, ping, ping6, HTTPS, Secure Shell (SSH),
408-235-7700 PPTP FortiLog | mation, log format, purchased than 100 pre- acts as a proxy for traceroute Telnet
866-868-3678 unit, Web- | log filters, severity FortiLog and defined reports; | FTP, HTTP, IMAP,
http://www.fortinet.com Trends, level; sends alert FortiReporter FortiReporter: POP3, SMTP
syslog email message more than 400
to up to three predefined reports
recipients
HotBrick HotBrick Firewall | $219 | No No DMZ, LAN, WAN 4 Yes DHCP, DNS | HTTP, Dropped packets, No Yes N/A N/A Forwards packets Yes No HTTP, SNMP
305-398-0888 SoHo LB2 SNMP, successful and
866-468-2742 syslog failed VPN
http://www.hotbrick.com connections
NETGEAR ProSafe 802.1lg | $200 | No No Three interfaces 4 Yes DHCP Syslog Dropped packets, No Yes Email, HTTP Blocked-site Forwards packets Yes DNS lookup, ping, remote reboot | HTTP
408-907-8000 Wireless Firewall security events access attempts,
888-638-4327 with USB Print network traffic
http://www.netgear.com Server, Model statistics, router
FWGII4P connection,
router operation,
Web sites and
newsgroups
visited
SOHOWare BroadGuard® 3195 | IPSec, L2TP, | IPSec, L2TP. LAN, WAN 4 Yes DHCP HTTP, Dropped packets, No Yes HTTP Access control, Acts as proxy Yes No HTTP, serial port, SNMP
408-565-9888 Firewall VPN PPTP PPTP SNMP, successful and attacks, network
800-632-1118 Router syslog failed VPN traffic statistics,
http://www.sohoware.com connections user logon

information




