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ACCESS CONTROL LIST TYPES FUNCTIONALITY LOGGING
Company Product Price Target Stateful VPN Server Network Application By User |Includes IDS Downloads | Alerts External Real-Time |Real-Time Reporting | Supports Content High Availabilty/ VPN
Customer | Packet New Logging Logging Logging of Integrated | Filtering Load Balancing Passthrough
Inspection Signatures of Allowed |Dropped Antivirus Support
Packets Packets Scanning
Network-Based Firewalls
Check Point Software Check Point $21,000 for Medium to Yes IPSec and Yes HTTP, FTP, Yes Yes No Port mapping, Checkpoint Yes Yes Yes Yes Yes Open Shortest Path First | Yes
Technologies VPN-I Pro unlimited users enterprise Secure Sockets SMTP network, and log server (OSPF), Virtual Router Re-
650-628-2000 Layer (SSL) system events; dundancy Protocol (VRRP),
800-429-439| completely CheckPoint Cluster-XL,
http://www.checkpoint.com customizable third-party software
Kerio Technologies Kerio $499 for 10 nodes | Small to Yes With Yes HTTP, FTP, Yes No N/A N/A Syslog Yes Yes Yes Yes; includes | Internet Security | Supports failover to One IPSec, many
408-496-4500 WinRoute medium proprietary SMTP, POP3, McAfee Systems Web and | secondary link PPTP
http://www.kerio.com Firewall client and other protocol spam filters, URL,
inspectors MIME types, some
FTP commands
Microsoft Microsoft $5999 per Small to Yes With built in Win-| Yes Yes Yes Yes No Customizable Yes Yes Yes Yes Yes, with SMTP, Yes Yes
425-882-8080 Internet Security | processor, enter- enterprise dows PPTP and third-party MIME types
800-426-9400 and Acceleration | prise edition; $1499 Layer Two Tun- software
http://www.microsoft (ISA) Server per processor neling Protocol
.com/isaserver 2004 standard edition (L2TP) clients
Symantec Symantec $11,995 for Medium to Yes IPSec with pro- | Yes Common Internet | Yes No N/A N/A Text Yes Yes Yes Yes URL, content, Fully integrated stateful | PPTP, IPSec
541-335-5000 Enterprise unlimited nodes, large prietary client; File System (CIFS), MIME, file Symantec High
800-441-7234 Firewall $2695 for 25 supports DNS, HTTP, HTTPS, extension, HTTP Availability/Load
http://www.symantec.com nodes gateway-to- SMTP, FTP, shell, pattern matching | Balancing (HA/LB)
gateway servers and others
Host-Based Firewalls
Agnitum Outpost $40 Small to Yes N/A Yes Yes Yes Yes Yes DoS, Distributed |.mdb files, Yes Yes Yes N/A URL and keyword | N/A Yes
http://www.agnitum.com Firewall Pro enterprise Denial of Service |browsable filtering; blocks
(DDoS) attacks; |using third- active elements
port scanning; party such as Java
unauthorized or |applications scripts and
unknown at- animated GIFs
tempts to connect,
to the network
Deerfield.com VisNetic Firewall |$50 Small to Yes N/A Yes No No Yes Yes IDS, HTTP ports, |Text, email Yes Yes No N/A No N/A PPTP
989-732-8856 enterprise file extensions for
800-599-8856 HTTP, URL length,
http://www.deerfield.com SYN flood attacks
port scans,
custom rules
InfoExpress CyborArmor $55 per seat; Large to Yes N/A Yes Yes Yes Yes Yes Configurable Yes Yes Yes Yes No No Supports multiple N/A
650-623-0260 $4995 for enterprise policy and logging
http://www.infoexpress.com CyberServer servers
Microsoft Windows Firewall |Included in Small to Yes N/A Yes Yes By com- No N/A N/A Text Yes Yes No N/A No N/A Yes
425-882-8080 Windows XP enterprise puter using
800-426-9400 Service Pack 2 Group
http://www.microsoft.com (SP2) Policy
Privacyware Privatefirewall $30 SOHO Proprietary N/A No UDP/TCP No Yes No Incoming/ Text, HTML Yes Yes Yes No No No No
732-212-8I110 packet filters at application outgoing packet
http://www.privacyware.com level filtering
SmartLine PortsLock 1.5 $50 Small to No N/A Yes; applies | No Yes No N/A N/A Windows Yes Yes Yes N/A No N/A No
925-277-3420 enterprise network event log
866-668-5625 ACLs by user
http://www.protect-me.com
Sygate Technologies Sygate Secure $I5 to $70 per Enterprise Yes N/A Yes Yes Yes Yes No Custom rules Event Logger | Yes Yes Yes Automatically |Yes Database Yes
510-742-2600 Enterprise seat can export to restarts host shadowing, policy
866-308-8899 third-party antivirus soft- replication
http://www.sygate.com applications ware if it isn’t
running
Tiny Software Tiny Firewall 6.0 | Starts at $49 Small to Yes N/A Yes Yes Yes; in- Yes; uses Yes Customizable XML, real-time| Yes Yes Yes No Provides network | N/A Yes
408-919-7360 enterprise cludes Active | Snort- based on logging, exter- traffic filtering
http://www.tinysoftware.com Directory compatible rule matching nal Microsoft through custom
(AD) rules SQL Server IDS rules
integration database
Zone Labs ZoneAlarm, Contact vendor Small to Yes N/A Yes Yes Yes Blocks unknown- N/A N/A Yes Yes Yes Yes Includes Integrates N/A Yes
415-633-4500 ZoneAlarm Pro for pricing medium application Computer Web site filtering
http://www.zonelabs.com network traffic Associates’
(CAs)
antivirus
engine
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