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	Version Reviewed
	3.0
	3.0
	6.9.5.0
	4.0
	4.1
	4.0
	6.0

	Current Version
	3.0
	3.0
	6.9.6.0
	5.0
	4.1
	4.0
	6.1

	Price
	$15 per seat, $2500 per server
	$500 for 20 seats, 1-year subscription
	$495 for 15 seats, 1-year maintenance program, $7695 for 1000 seats, $17,995 for 5000 seats
	$18 per node for Windows; $150 per node/UNIX, Linux,  Novell NetWare, or Macintosh; minimum 10 nodes
	$98 per seat up to 30 seats, $23 for over 2000 seats, no minimum; 20 percent annual maintenance
	$1663 for 100 seats
	$780 for 50 seats, 1-year subscription

	User Interface
	Standalone application, Web-based interface
	Standalone application
	Standalone application
	Web-based interface, Control Panel applet
	Microsoft Management Console (MMC) snap-in
	Standalone application, command-line interface
	Standalone application, command-line interface

	False Positive Accuracy Test Results
	Good
	Good
	Fair
	Good
	Excellent
	Excellent
	Fair

	False Negative Accuracy Test Results
	Good
	Excellent
	Good
	Excellent
	Good
	Excellent
	Fair

	Scanning Method
	 
	 
	 
	 
	 
	 
	 

	Agent-based
	Yes
	No
	No
	Yes
	Yes
	No
	Yes

	Agentless
	No
	Yes
	Yes
	N/A
	N/A
	Yes
	Yes

	Scanning Features
	 
	 
	 
	 
	 
	 
	 

	Baseline/policy-based scans
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes

	Custom scan groups by patch
	Yes
	Yes
	No
	Yes
	Yes
	Yes
	No

	Custom scan groups by client
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes

	Scheduled scans
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes

	Scan for custom conditions
	Yes
	No
	Yes
	Yes
	Yes
	Yes
	Yes

	Other scanning features
	BigFix Development Environment for custom Fixlet authoring
	 
	 
	Patch Development Kit allows for custom patch scanning and deployment
	 
	Can use Shavlik's XML data store or custom local XML file
	 

	Product Support
	 
	 
	 
	 
	 
	 
	 

	Microsoft OS and applications
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes

	Other Windows-based third-party software
	Yes
	No
	Soon
	Yes
	Yes
	Soon
	No

	One or more Linux distributions
	Yes
	Soon
	No
	Yes
	Yes
	Soon
	Available in 2004

	Sun Microsystems' Solaris
	Yes
	Yes
	No
	Yes
	Yes
	Soon
	Available in 2004

	HP-UX
	No
	Soon
	No
	Yes
	No
	No
	Yes

	AIX
	No
	Soon
	No
	Yes
	No
	No
	Yes

	Other OSs
	Mac OS X
	Soon
	No
	NetWare
	 
	 
	 

	Other Patches
	 
	 
	 
	 
	 
	 
	 

	Nonsecurity critical patches
	 
	 
	Yes
	Yes
	Yes
	Yes
	Yes

	International (non-English) patches
	Yes*
	Yes
	Soon
	No
	No
	Yes
	Yes**

	Custom patches
	Yes
	No
	Yes
	Yes
	No
	No
	Yes

	Software deployment
	Yes
	No
	Only unattended installations
	Yes
	Yes
	No
	No

	Other patches
	Can perform many custom corrective actions through the BigFix Development Environment
	 
	 
	 
	 
	Nonsecurity Microsoft Office patches
	 

	Patch Information
	 
	 
	 
	 
	 
	 
	 

	Patch details and analysis
	Yes
	No
	Yes
	Yes
	Yes
	Yes
	Yes

	Custom administrator comments
	Yes
	No
	Soon
	Yes
	No
	Yes
	Yes

	Other information
	 
	Patch information from http://www.ciac.org, Microsoft, and Sun; also includes Ecora developer test notes
	 
	Custom text may be added to patches with patch development kit
	Links to CVE information
	Can add custom criticality ratings to each patch; vulnerability analysis from TruSecure; BugTraq and CVE links
	User-specified patch download location added in version 6.1

	Security Features
	 
	 
	 
	 
	 
	 
	 

	Encrypted connection to server
	Yes
	No
	No
	Yes
	Yes
	No
	Yes

	Authenticated connection to server
	Yes
	No
	No
	Yes
	Yes
	No
	Yes

	Signature/checksum checking
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes

	Other security features
	Digital signing of patches
	 
	 
	 
	Public/private keys
	Recording of all administrator actions on a remote system
	Demilitarized zone (DMZ) and Isolated non–internet-connected network support; version 6.1 adds "Packaged Updates" feature

	Remote Deployment
	 
	 
	 
	 
	 
	 
	 

	Remote system reboot
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes

	Remote application restart
	Yes
	No
	No
	Yes
	No
	Yes
	No

	Remote rollback/uninstall
	Yes
	Soon
	No
	Yes
	Yes
	Yes
	No

	Remotely execute custom program
	Yes
	No
	Yes
	Yes
	No
	No
	Yes

	Bandwidth or thread control
	Yes
	Yes
	Soon
	Yes
	Yes
	Yes
	Yes

	Other deployment features
	Many flexible download and installation options including download restarting, file distribution relays, and canceling and rescheduling installations
	End-user snooze option on reboots
	Remote stopping/starting of appropriate services. Scheduled administrative alerts
	 
	Policy option may allow user to delay reboot; multiple path remediation allows for workarounds without installing a patch
	Custom messages for end user during deployment
	Resumable download and file-transfer tasks added in version 6.1

	Database Format
	Microsoft SQL Server Desktop Engine (MSDE), upgradable to SQL Server
	MSDE or SQL database
	Proprietary
	MSDE, upgradable to SQL Server
	SQL Server
	Microsoft Access, upgradable to SQL Server
	Proprietary

	 
	 
	 
	 
	 
	 
	 
	 

	Reporting Features
	 
	 
	 
	 
	 
	 
	 

	Custom reporting options
	Yes
	No
	Yes
	Yes
	Yes
	Yes
	Yes

	Completely custom reports
	Yes
	No
	Template-based
	Yes
	No
	Yes
	No

	HTML reports
	Yes
	Yes
	Yes
	Yes
	No
	Yes
	Yes

	Export formats
	Comma-separated value (CSV)
	CSV
	CSV
	CSV, XML
	XML, CSV, Rich Text Format (RTF), DOC, PDF, TXT, HTML
	XML, CSV, PDF, XLS, TXT, TSV, HTML
	CSV

	Other reporting features
	 
	 
	 
	Graphical reports
	Crystal Reports
	 
	 

	Free "Lite" version available
	Yes
	Yes
	Yes
	No
	No
	Yes
	Yes

	 
	 
	 
	 
	 
	 
	 
	 

	Comments
	Excellent solution for large enterprises with custom patching requirements
	Good all-purpose patch-management solution that integrates well with Ecora's other management products
	Simple and fast solution with strong grouping features and a template-based reporting engine; very competitive pricing with larger licensing purchases
	Strong product support and excellent reporting capabilities
	Flexible policy options and user privileges with a robust reporting engine; optional plugin to enforce security policies
	Very accurate and secure solution best suited for Microsoft-based networks
	Combines agent-based and agentless technologies to manage diverse network configuration; works well for patching isolated or disconnected systems

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	* With BigFix Development Environment or professional services
	
	
	
	

	
	** German patches available, Japanese patches available through partner
	
	
	
	


