Contact Information Product Name

Outpost Firewall Pro

eTrust Intrusion
Detection 2.0

Entercept

GFI LANguard
Security Event
Log Monitor 3.0

RealSecure Network
Sensor 7.0

Security Manager

CyberwallPLUS

McAfee Desktop
Firewall 7.5
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Price
$40

Contact vendor for pricing

$1295 to $1595 for the

agent and $4995 for
the console

Starts at $375 for 2 servers

and 10 workstations

$8995 for one sensor,
$1799 for first-year
maintenance

$900 per server

$1295 for the server
edition, $43 per seat
for 1000-seat deploy-

ments of the workstation

edition, $895 for the

CyberwallPLUS Central

Manager

$34

Description

A HIDS that detects and blocks Denial of Service (DoS)
attacks; scanning detection can detect simple TCP and
UDP port scanning and stealth scanning

A NIDS that provides protection including network session
monitoring, Internet content blocking, keyword and
malicious-content scanning, and defense against other
network misuse events; provides high throughput perfor-
mance for networks of any size

A HIDS that prevents and detects attacks; uses a
combination of signatures and behavioral rules; safeguards
the server, applications, and resources from known and
unknown worms and buffer-overflow attacks; provides
flexible levels of protection for varying enterprise environ-
ments; reduces false positives; protects customer data

A HIDS that monitors the security event logs of all Windows
XP, Windows 2000, and Windows NT servers and work-
stations on your network; alerts administrators in realtime
about possible intrusions and attacks

A NIDS that integrates RealSecure network intrusion
detection and BlackICE technology; includes protocol
analysis and anomaly detection combined with
RealSecure’s library of signature-based detection
capabilities; supports networks as fast as Gigabit
Ethernet

A HIDS that provides an advanced central security con-
sole for realtime security event monitoring and automated
response capability, event-log consolidation, and security
configuration management; collects and correlates events
from firewalls, IDSs, and enterprise antivirus systems

A HIDS that prevents intrusions on Windows systems;
actively detects and blocks unauthorized traffic from enter-
ing or leaving servers, desktops, and laptops; features
fine-grained access control and stealth mode; Cyber-
wallPLUS Central Manager utility provides centralized
policy management

A HIDS that provides firewall protection and intrusion
detection for your desktop; guards against threats from
internal and Internet intruders, malicious code, and silent
attacks
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OKENA StormWatch Pricing starts at $4995 A HIDS that intercepts all system calls to file, network,
for the management COM, and registry resources and correlates behaviors of
console, $1800 for such system requests to make realtime allow or deny
intelligent server agents, decisions; supports XP, Win2K, NT, and UNIX systems;
and $85 for intelligent scalable to 5000 intelligent agents manageable from
desktop agents one console

VigilEnt Intrusion Contact vendor for pricing A HIDS that provides detection rules and customizable

Manager templates for detecting and correlating security events in

realtime; lets you immediately respond to incidents

and activate escalation procedures; archives logs and
performs intrusion trend and forensic analysis; integrates
with third-party devices; enforces security policies; corre-
lates intrusion data at the enterprise level

Privatefirewall 3.0 $30 A HIDS that combines a personal firewall and intrusion
detection application to eliminate unauthorized access to
your PC; lets advanced users create custom configura-
tions; features packet filtering, port scanning, IP tracking,
SecurePOP email protection, and Privacyware.com’s
Application Control Engine (ACE)

SecurVantage Starts at $50,000 A NIDS that provides automated network security man-
agement; consists of an advanced environment for policy
development and security analysis and a monitoring sys-
tem to verify conformance to enterprise policies in real-
time; scalable; lets administrators instantly identify network
traffic that violates enterprise policy; ensures consistent
network configuration with enterprise policy; provides
information to resolve root cause of security problems

Symantec Host Agent is $995 per server, A HIDS that detects unauthorized and malicious activity;
Intrusion Detection manager is $1995 alerts administrators and takes precautionary action to
System 4.0 prevent information theft or loss

Symantec ManHunt 2.1 Contact vendor for pricing A NIDS that uses distributed sensors, protocol anomaly
detection, and high-speed statistical analysis to perform
advanced intrusion detection; identifies known and novel
attacks even on high-speed Gigabit Ethernet networks;
coordinates all threat-management activities across the
enterprise

SMART Watch $299 A HIDS that performs file-change detection; provides a
restoration tool that reacts in near-realtime without polling
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