® HOSTED ANTISPAM SOLUTIONS

Company Name Product Name | Pricing/ Client Administrative | Also Virus/ Outgoing | Disclaimer
Licensing Hardware/ | Interface Available Malware/ Message Management
Software as Partofa | Spyware Filter/

Required Suite Protection Encryption

AppRiver SecureTide Contact No ClientGUland  Yes Yes Yes Yes
866-223-4645 vendor web-based

850-932-5338 interface

www.appriver.com

Google Google $12 per user No Web-based No Yes Yes Yes
866-767-8461 Message per year interface

650-486-8100 Security

www.google.com/a/

security

MessagelLabs (now  Messagelabs $1.54 peruser No ClientGUland  Yes Yes Yes Yes
part of Symantec) Email Anti- per month for web-based

866-460-0000 Spam up to 1,000 interface

646-519-8100 seats

www.messagelabs

.com

Microsoft Microsoft $12.12 per No Web-based Yes Yes Policy Yes
Corporation Exchange user per year interface enforce-
800-642-7676 Hosted Filtering ment
425-882-8080 included

www.microsoft.com

MX Logic MX Logic Email ~ $1.00 per user No ClientGUland Yes Yes Yes Yes
877-695-6442 Defense Service per month web-based
720-895-5700 for the MX interface
www.mxlogic.com Enterprise
Defense Plus
package
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Failover/
Business
Continuity

Archiving
or Disaster
Recovery
Service

Yes Yes
Yes Yes
Yes Yes

Yes, with Yes
additional
fee

Yes Yes

Instant
Messaging
Protection

Yes

No

Yes

Yes

No

www.windowsitpro.com

Filtering Methods

Uses a combina-
tion of methods
including content
signatures, link/
Uniform Resource
Identifier signa-
tures, invalid users,
and message vul-
nerability tests.

Proprietary, pat-
ented heuristic fil-
tering; customer-
defined blocked
senders lists, file
attachment poli-
cies, and content
inspection

Packet shaping,
connection filter-
ing, database sig-
natures, and pro-
prietary Skeptic
heuristic analysis

Edge blocking,
real-time attack
protection, con-
nection analysis,
reputation analy-
sis, custom spam
filter manage-
ment, IP-based
authentication,
fingerprinting,
rules-based scor-
ing

Stacked
Classification
Framework uti-
lizes multiple
antispam and
antivirus engines
and as many as 12
filters at any given
time

HOSTED ANTISPAM SOLUTIONS®

Attachment
Filtering

Frequency
of Filter
Updates

Message
Quarantine
Available to
Admins?
End users?

Yes An average  Yes, both
of more

than 4,000

real-time

updates per

day

24/7
Internet
monitor-
ing; filters
updated as
necessary

Yes Yes, both

Yes As needed Yes, both

Yes Real time Yes, both

Yes Hourly Yes, both

We're in IT with You

Blacklists and

WEINS
Manageable
by

Admins?

End users?
Yes

No

Yes

Yes

Yes

Yes

Yes

Yes, with
Exchange
2007 and the
EHS Directory
Synchroniza-
tion tool

Yes

Yes

Windows IT Pro

Publicized | Publicized
Spam False
Capture Positive
Rate (at Rate (at or
or more less than)
than)
97 percent  1in
100,000
Not avail-  Not avail-
able able
99.4 per- 1in
cent 300,000
98 percent 1in
250,000
99 percent 1in
100,000
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® HOSTED ANTISPAM SOLUTIONS

Company Name Product Name | Pricing/ Client Administrative | Also Virus/ Outgoing | Disclaimer
Licensing Hardware/ | Interface Available Malware/ Message Management
Software as Partofa | Spyware Filter/

Required Suite Protection Encryption

Proofpoint Proofpoint on Starts at No ClientGUland  Yes Yes Yes Yes
408-517-4710 Demand $2,400 per web-based
www.proofpoint.com year interface
Sophos Sophos Email $3295 Yes, hard- Web-based Yes Yes Yes Yes
888-767-4679 Appliances (ES1000 appli- ware interface
781-494-5800 ance cost for
www.sophos.com one year)
SpamStopsHere SpamStopsHere  $1 per user No ClientGUland No Yes Yes Yes
800-458-3348 per month web-based
734-426-7500 interface
www.spamstopshere.
com
Trend Micro Trend Micro Contact No Web-based Yes Yes Outbound Yes, in the Advanced ec
800-228-5651 InterScan endor interface filtering
408-257-1500 Messaging in the
www.trendmicro.com  Hosted Security Advanced
edition;
encryption
is an add-
on service
Websense Websense $12 per user No Web-based Yes Yes, with Yes, with Yes, with suite
800-723-1166 Hosted Email per year interface suite suite
858-320-8000 Security
www.websense.com
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HOSTED ANTISPAM SOLUTIONS®

Archiving Failover/ Instant Filtering Methods | Attachment | Frequency | Message Blacklists and | Publicized | Publicized
or Disaster | Business Messaging Filtering of Filter Quarantine | Whitelists Spam False
Recovery Continuity | Protection Updates Available to | Manageable | Capture Positive
Service Admins? by Rate (at Rate (at or
End users? Admins? or more less than)
End users? than)

Yes Yes Yes Proofpoint MLX Yes Several Yes, both Yes 99 percent  1in
machine-learning times per Yes 350,000
technology ana- day
lyzes more than
200,000 structural
and content attri-
butes to differ-

entiate between
spam and valid

messages.
Yes, by Yes No Real-time spam Yes Updated Yes, both Yes 99 percent  1in
routing checks (SXL), every few Yes 100,000
through destination URL minutes;
third-party analysis, image access to
server fingerprint real-time
analysis, heuristics Sophos SXL
analysis, message spam iden-
checksum analysis, tification
backscatter pro- technology
tection via BATV
enforcement
Yes Yes No Proprietary Yes 1 minute Yes, both Yes 99 percent 1in
database-driven Yes 100,000
filtering engines
include URL/
phone filter,
phrase filter,
signature-based
and IP-based

filters. Optional
filters include Real-
Time Blackhole
List, country of
origin, and policy

enforcement
filters
Jition Yes Yes Available Trend Micro Yes Every 15 Yes, both Yes 99 percent  1in
separately  Smart Protection minutes End users 400,000
Network cor- control
relates statistical whitelists
analysis, advanced only

heuristics, signa-
tures, URL reputa-
tion, blacklists,
and whitelists

Yes Yes No Adaptive filtering  No Continuous  Yes, both Yes 99 percent  1in
(Bayesian and Yes 250,000
whitelist), lexical
analysis, IP-based
reputation, check-
sum databases,3
different Real-

Time Blackhole
Lists, spam traps,
whitelists and
blacklists, and
attachment pars-
ing (optical char-
acter recognition,
image parsing,
PDF parsing)
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